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1. Background 

Description of the background of the project 

 The council has taken proactive steps to develop an improved approach to 
data protection and information security under the recent project to 
establish and implement its Information Governance Framework, however 
in order to satisfy the requirements of the GDPR, the council will need to 
take further action. The introduction of the GDPR also provides the council 
with an opportunity to review and consolidate its approach to Data 
Protection  

 There has been some uncertainty nationally over whether the UK 
Government would implement the GDPR in light of the decision to leave 
the European Union. However, central Government confirmed its 
commitment to implementing a new data protection regime in the Queen’s 
Speech on 21 June 2017 announced through the Data Protection Bill. 

 The Data Protection Act 1998 came into force in 1998 and was enacted to 
bring UK law in line with the Data Protection Directive 95/46/EC. The Act 
has a dual focus as it not only places responsibilities on organisations 
(‘Data Controllers’) and their employees to safeguard, collect, manage and 
share personal data in accordance with the Data Protection Principles; it 
also gives individuals (‘Data Subjects’) certain rights in relation to the data 
the Council hold about them. 

 The Data Protection Act 1998 has remained largely unchanged since the 
start of the millennium meaning that vast amounts of data can now be 
collected, transferred, analysed and used with relative ease. 
Consequently, there is a growing concern that, in order to maximise the 
hidden potential of all of that data, the legislative burden imposed on those 
who control or process data should be lightened. However, the EU has 
remained steadfast in its approach to data protection to ensure individuals 
have a right to control their own personal data.  

 General Data Protection Regulation - the EU General Data Protection 
Regulation (GDPR) replaces the Data Protection Directive 95/46/EC and 
comes into force on 25 May 2018. The GDPR is designed to:  

o harmonise data privacy laws across Europe;  
o protect individual data privacy rights; and 
o reshape organisational approaches to data privacy and reduce 

data breaches.  

 UK Data Protection Bill – This Bill was included in the 2017 Queen’s 
Speech and it is understood this will seek to ensure the UK has a data 
protection regime that is fit for the 21st century. The Bill will:  

o establish a new data protection regime for non-law enforcement 
data processing, replacing the Data Protection Act 1998;  

o ensure the UK data protection framework is suitable for the digital 
age;  

o strengthen rights and empower individuals to have more control 
over their personal data including a right to be forgotten when 
individuals no longer want their data to be processed, provided that 
there are no legitimate grounds for retaining it.  
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Project objectives, outcomes and deliverables 

 The overarching aim of GDPR is to harmonise data protection law across 
Europe, and bring it up to date with technological advancements. It aims 
to promote a more compliance-based approach to data protection, with a 
focus on transparency, accountability and ‘data protection by default and 
design’.  

 The focus is shifting away from enforcement purely against security 
breaches and data loss towards ensuring an overall compliance culture, 
requiring a more comprehensive framework of policies and procedures.  

 The key provisions and changes within the regulations relate to:  
o a need to demonstrate accountability and active regulation 

compliance;  
o changes to the definition of ‘Personal’ and ‘Sensitive Personal’ 

Data;  
o changes to the requirements in relation to informing and consent  
o a right to be forgotten;  
o reduction in timescales for processing Subject Access Requests;  
o the introduction of the concept of “Data Portability” which relates to 

electronic forms and automated data collection;  
o a significant increase in the financial penalties from Data Breaches. 

It should be noted that the maximum financial penalties increase 
from £500K under the DPA 1998 to either 20 Million Euros (or 
equivalent) or 4% of the organisations annual turnover (whichever 
is greater)  

o a need to minimise data held on individuals;  
o obligations on the council where data processing is to be carried 

out on by a third party processor;  
o a requirement to conduct Data Protection Impact Assessments 

(DPIA) where processing may have an impact on the rights of 
individuals;  

o strengthened approach to privacy by design with a need to give 
early consideration of data protection issues;  

o the requirement to maintain a record of processing activities; and  
o a requirement to designate and publish contact details of the 

council’s Data Protection Officer.  
 

Work Packages: 

GDPR_001 – Accountability and Governance 

GDPR_002 – Records Management 

GDPR_003 – Information Security 

GDPR_004 – Direct Marketing 

GDPR_005 – CCTV 

GDPR_006 – Data Sharing and Subject Access 

GDPR_007 – Learning and Support 
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Project scope and exclusions 

 As the council is already compliant with the requirements of the Data 
Protection Act 1998, it is in a positive position to adapt to the enhanced 
obligations of the GDPR. However, although the GDPR contains some 
familiar concepts it also introduces several new ones that the council will 
need to review, introduce and comply with over the next six months.  

 The implications for the council are significant and will have an impact on 
the working practices of all employees, members and contractors.  

 It is essential that anyone working for the council (including contractors 
and partners) who handles personal data is aware of the procedural 
requirements and responsibilities of the GDPR - whether that is 
responding lawfully to requests, preventing data breaches or proactively 
adopting privacy by design in everyday working practices.  

 A lack of preparedness and understanding of the requirements of the 
GDPR may lead to data breaches and enforcement action.  

 Given the scale of the new financial penalties for breaching the GDPR 
principles, this could be costly and also damage the council’s reputation 
as individuals may lose confidence in the council’s ability to safeguard and 
protect personal data.  

Stakeholders 

 Name 

Senior Information Risk Officer (SIRO) Debbie Storr 

Deputy Senior Information Risk Officer (DSIRO) Simon McVey 

Partnerships & OD Manager Claire Gould 

Shared ICT Service Manager Ben Wright 

HR Services Manager Andrew Reay 

Solicitor to the Council Anthea Lowe 

Community Engagement Officer Emma Nichols 

Principal Organisational Development Officer Jane Barker 

Procurements & Contracts Manager Karen Crump 
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2. Business Case outline 

 The General Data Protection Regulation is an important piece of 
legislation which ensures that the right for individuals to control their 
personal data is protected irrespective of future technological advances. 

 Complying with the GDPR will be challenging for local authorities and 
many are in the same position given the continuing economic conditions 
in the public sector.  

 The more the council does now to establish the extent of personal data 
held, to update policies and procedures and to educate key stakeholders, 
the smoother that transition will be. 

 Despite the announcement of the UK Data Protection Bill, we do not yet 
fully understand the extent of the new legislation. But it is very likely that it 
will contain most, if not all requirements of the General Data Protection 
Regulation and the council needs to be prepared to respond to this 
challenge.  

3. Project Management Team Structure - Roles and 

Responsibilities 

What are the specific roles and responsibilities within the project? 

 Project Board – Debbie Storr (SIRO), Simon McVey (DSIRO), Claire Gould 

(Partnerships & OD Manager), Anthea Lowe (Solicitor to the Council), Ben 

Wright (Shared ICT Manager), Andrew Reay (HR Manager) 

 Project Manager – Paul Mountford (Principal Performance & Intelligence 

Officer) 

 Project Team – Emma Nichols (Community Engagement Officer) 

 Portfolio Holder responsible – Councillor Jonathan Brook 

 Lead Responsible Officer – Debbie Storr (SIRO) 

 Advice & Support – Jane Barker (Principal Organisational Development 
Officer), Karen Crump (Procurements & Contracts Manager), Stuart 
Henderson (Business Development Manager), Claire Park (Senior Officer – 
Information Governance/ Data Protection Officer – Cumbria County Council) 

4. Project Controls 
 The Project Manager will report to the Lead Responsible Officer at regular 

intervals which will be agreed in the Initiation meeting with the Project Board. 

Any delays in the project schedule will be reported to the Lead Responsible 

Officer. 

 The Project Manager will confirm at the Initiation meeting the project plan 

based on the project schedule. They will monitor progress against this plan. 

Any changes or remedial action that may be needed will be agreed with the 

Lead Responsible Officer. 
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5. Strategies and Assessments 

Quality Management 

 The deliverables from this project will be considered of acceptable quality if 
they meet the following criteria: 

o Correctness: the deliverables contains no significant errors.  
o Completeness: the deliverables are substantially complete, or else 

omissions are justifiable.  
o Fitness for purpose: the deliverables contains the expected 

information.  
o Meaningful intellectual content: the deliverables contents are 

worthwhile, non-trivial, relevant and practicable in the context of the 
intended operating environment.  

o Internal and external consistency: where appropriate, the 
deliverables are consistent with guidelines and standards  

o Usefulness: usefulness of deliverables referring to the relevant 
audience(s), depending on the context.  

o Presentation: the deliverables are clear, the language used and 

diagrams are comprehensible to the relevant audience(s), and the 

deliverables are presented according to the agreed design and 

development standards. 

Configuration Management 

 The deliverables will be stored, managed and controlled by the Organisational 

development Team using the Partnerships and Organisational development 

SharePoint. 

 The deliverables will have the protective marking of UNCLASSIFIED. 

 Deliverable documents will be identified in the Work Packages. The Project 

Manager will maintain these documents. 

 The deliverables will be refreshed on an annual basis. 
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Communications Plan 

 A series of awareness sessions will be run at individual Team Meetings.  The 

deliverables will be published on the Council’s SharePoint and made 

available to all Council Employees.  The deliverables will be made available 

to all Elected Members. 

 The following table identifies who is Accountable, Responsible, Informed or 
Consulted with regards to this project.  

 The following definitions apply:  
o Responsible – the person(s) responsible for developing and 

implementing the project. 
o Accountable – the person who has ultimate accountability and 

authority for the project. 
o Consulted – the person(s) or groups to be consulted prior to final 

project implementation or amendment.  
o Informed – the person(s) or groups to be informed as part of project 

implementation. 

 

Responsible Principal Performance & Intelligence Officer 

Accountable SIRO 

Consulted SMT, Shared ICT Services, HR, Legal Services, 
Organisational Development, Procurements & Contracts, 
Audit Committee 

Informed All Council Employees, All Elected Members 
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Risk Management 

 

  

Risk 7 
Information Management is not effective 
 
Description 
The Council is required to have effective information governance procedures. 
It will be necessary to manage corporate information by implementing 
processes, roles and controls - including the Data Protection and Information 
Security Policies. 

Current Position of Risk 
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  X  

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly 
Review Date 
Quarterly 

Target Position of Risk 
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 X   

    

Impact 
Green zone: review annually 
Blue zone: manage quarterly  
Target Date 
31/03/18 

  

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Continue to reinforce key standards and 
policies via regular communication. 
Ensure Managers are appropriately 
trained and requirements are clearly set 
out in Job Descriptions and reinforced via 
appraisals. Ensure Internal Audit findings 
are acted on in a timely manner. 

This mitigation added on 
11/11/15.  
 
Update 07/06/17: Training 
schedule in early draft. Key 
standards to be agreed by 
Customer Connect Programme 
Board in autumn 2017 

Principal Performance and 
Intelligence Officer 

Autumn 2017 

Clear and ongoing communications to 
staff to reinforce policies and protocols. 
Regular review and monitoring of 
arrangements across services by 
Operational Managers supported by 
Information Security/ Governance Teams 
in Policy & Partnerships and ICT. 

This mitigation added on 
11/11/15.  
 
Update 07/06/17: Training 
schedule in early draft. Key 
standards to be agreed by 
Customer Connect Programme 
Board in autumn 2017 

Principal Performance and 
Intelligence Officer 

Autumn 2017 
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The Information Governance (IG) 
Framework was approved by Cabinet on 
16 September 2015 and provides the 
structure to govern how the Council 
captures, creates, accesses, secures, 
manages and shares its information both 
internally and externally. In line with 
Customer Connect Programme, the 
Council had to its approach to 
information governance. 

This mitigation added on 
07/06/17  
 
In order to implement the 
Information Governance 
Framework it is proposed that a 
learning package deliverable is 
created. 
It is proposed that the learning 
package deliverable will be 100% 
e-learning.  Scope will be 
provided to design and develop 
workbooks for those members of 
staff without access to ICT 
equipment. 

Principal Performance and 
Intelligence Officer 

End of March 2018 

  

History  

of Risk 

Improveme

nt 

For previous updates please see earlier versions of this risk register. 
Q2 2015/16: RISK POSITION UNCHANGED ↔ - Policy and Partnerships has assessed the risk as having Impact Serious and Likelihood Medium. 
Q3 2015/16: RISK POSITION UNCHANGED ↔ - Policy and Partnerships has assessed the risk as having Impact Serious and Likelihood Medium. 
Q4 2015/16: RISK POSITION UNCHANGED ↔ - Policy and Partnerships has assessed the risk as having Impact Serious and Likelihood Medium. 
Q1 2016/17 SMT Risk Register Review: RISK POSITION IMPROVED ↓ - Senior Management Team has reviewed as having Impact Serious and 
Likelihood Low. Likelihood has reduced due to progress with mitigations. Completed mitigations and early previous history have been archived. 
10/11/16: RISK POSITION UNCHANGED ↔ - SMT review prior to Audit Committee indicates no change. Risk name updated from ‘Information 
management’ to ‘Information Management is not effective’. 
Q3 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. Mitigation due dates updated. 
Q4 2016/17: RISK POSITION UNCHANGED ↔ - SMT review indicates no change. 
Q1 2017/18: RISK POSITION - This risk is within risk tolerance and requires an annual review during Quarter Four.  

  Risk Owner Assistant Director Performance and Innovation Portfolio Housing and Innovation Portfolio 
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Risk 17 
Cyber Security incident 
 
Description 
There have been many high profile examples of cyber security 
breaches across the World and in the UK recently. The Council has 
effective security in place to protect data and deliver services - 
however threats are becoming ever more sophisticated and 
organisations need to be one step ahead. Cyber-attacks can cross 
international boundaries and may be initiated by organised criminal 
groups, lone individuals or be state sponsored. Cyber criminals are 
broadening their efforts towards UK citizens, organisations and 
institutions. Terrorists are conducting low-level attacks and aspire to 
carry out more significant acts. Examples of threats are Botnets, 
Distributed denial-of-service, Hacking, Malware, Pharming, Phishing, 
Ransomware and Spam. 

Current Position of Risk 
This risk matrix shows the current 
position of the risk. 
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Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Review Date: 
The date when this risk will be 
considered and reviewed 

Target Position of Risk 
This risk matrix shows the desired 
position of the risk following the 
completion of mitigations. 
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  ?  

Impact 

Green zone: review annually 
Blue zone: manage quarterly  
Target Date: 
The date that the risk must reach the 
target position – through the 
completion of mitigations. 

Mitigation Mitigation Progress Mitigation Action Owner Mitigation Due Date 

Cyber security actions within the ICT 
Risk Register  

Cyber security actions are 
on track 

Shared IT Service Manager In line with cyber security due 
dates  

History  
of Risk 
Improvement 

RISK IDENTIFIED ●  =  Audit Committee of 26/07/17 suggested that the Information management risks should be split to create this separate risk 
for Cyber Security. Agreed on 08/08/17 by the Monitoring Officer. 
Q2 2017/18 update: 

Risk Owner Assistant Director Performance and Innovation Portfolio Housing and Innovation Portfolio 

 


